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Introduction to Business
Lecture notes/study guide

Chapter 13 Using Technology to Manage Information
· Information technology (IT) includes __________________________________.
· Why is information considered the heart of all organizations?
· In the last 70 years, we have shifted from what to what?
· Types of computer equipment
· What can complete tasks in hours that would take years on a PC?
· What critical role do supercomputers play?
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· How have the internet and web become indispensable business tools?
· What are electronic trading hubs?
· Who manages a company’s information resources?
· Describe knowledge workers.
· Management information systems provide managers with what?
· [bookmark: _GoBack]How does this information benefit them?
· What is data?
· Managers process data into what?
· Form of business information is the  ____________________.
· What is a database?
· What type of software does it use?

13.2 Linking Up: Computer Networks
· Computer network definition.
· Networks include __________ and ___________.
· What is the client?
· What does the client rely on?
· Define server.
· How have networks created new ways to work and increase productivity?
· Two basic types of networks.
· Local area network (LAN) lets people do what?
· Wide area networks (WAN)  ________________________________________.
· Types of WANs
· Private corporate networks are called ____________________.
· How do intranets work?
· What does a firewall do?
· Intranet benefits.
· What are enterprise portals?
· Types of enterprise portals.
· Why do companies use enterprise portals?
· How do businesses use wireless technology?
· Bluetooth, what is it?
· Virtual private networks (VPN) connect two or more _________________.
· What do VPNs include?
· Why are they popular?
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· Purpose of application service providers (ASP)?
· Other names for ASPs.
· Three major categories of ASP.
· What does enterprise applications include?
· What are collaborative applications used for?
· Examples of personal use applications.
· Why were companies reluctant to use ASP?
· What is the next generation of ASPs?
· What do they offer?
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13.3 Management Information Systems
· Management information systems defined.
· Types of information systems used.
· Levels information systems serve.
· Transaction processing system (TPS) receives raw data from where?
· What does TPS do with the data?
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· Database management does what?
· Two ways databases can be updated?
· Describe batch processing.
· Online or real time processes data when?
· Which type of processing is more expensive?
· Management support systems (MSS) uses what?
· Purpose of data warehouses.
· What is a data mart?
· How does decision support systems (DSS) help managers?
· What question does DDS answer?
· Executive information system (EIS) is customized for who?
· What does it provide specific information for?
· Expert systems do what?
· Where are expert systems used?

13.4 Technology Management and Planning
· Technology management and planning, why is it important?
· Why do some companies not reap the benefits of information technology?
· Challenges IT managers face.
· What is the goal for companies regarding IT?
· Information management involves what?
· Why is knowledge management considered a more difficult task?
· What does it focus on?
· What new position is a result of knowledge management?
· A good technology plan does what?
· Steps in a good technology plan.
· What questions should be asked when planning technology purchases?
· Final step after managers identify projects that make business sense.
· What must managers do for a successful project?
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13.5 Protecting Computers and Information
· Most costly categories of data security issues.
· Steps to prevent costly data security issues.
· How do companies handle unauthorized access and security breaches?
· What is a computer virus?
· How does a worm work?
· Trojan horses trick users into what?
· How do companies lessen damage from deliberate damage to equipment or information by employees?
· Describe spam and what it does.
· Software and media privacy repercussion
· How do companies prevent problems?
· Types of security measures companies use.
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· Procedures to prevent costly problems.
· How does regularly backing up applications and data help?
· What should be done regarding the human factor and security?
· Portable devices as a security risk.
· Benefit of password protection and encryption.
· Ways companies can avoid IT meltdown.
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· Privacy concerns.
· Why should we be worried?
· What is data mining?
· Problems that can arise from data mining.

13.7 Trends in Information Technology
· Current trends in information technology.
· What is digital forensics?
· Why was it developed?
· Who uses it now?
· Downside of digital forensics.
· Distributed workforce, what does this mean?
· How successful has the shift to virtual workers been?
· How do virtual workers benefit companies?
· Cloud and grid technology provides what?
· Another name for grid or cloud computing.
· How does cloud and grid technology work?
· Difference between cloud and grid computing and ASP.
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= What are the company’s overall objectives?

« What problems does the company want to solve?

= How can technology help meet those goals and solve the problems?

« What are the company’s IT priorities, both short- and long-term?

- What type of technology infrastructure (centralized or decentralized) best serves the
company’s needs?

= Which technologies meet the company’s requirements?

- Are additional hardware and software required? If so, will they integrate with the company’s
existing systems?

= Does the system design and implementation include the people and process changes, in
addition to the technological ones?

= Do you have the in-house capabilities to develop and implement the proposed applications,
or should you bring in an outside specialist?
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Concern for Protecting Data

Aren’t sure how to secure connected devices and apps

Don’t immediately change default passwords

Don’t think they can control how companies collect personal information
Parents admit they don’t know the risks well enough to explain to children

Use credit-monitoring services
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Develop a comprehensive plan and policies that include portable as well as fixed equipment.
Protect the equipment itself with stringent physical security measures to the premises.
Protect data using special encryption technology to encode confidential information so only
the recipient can decipher it.

Stop unwanted access from inside or outside with special authorization systems. These can
be as simple as a password or as sophisticated as fingerprint or voice identification.

Install firewalls, hardware or software designed to prevent unauthorized access to or from a
private network.

Monitor network activity with intrusion-detection systems that signal possible unauthorized
access, and document suspicious events.

Conduct periodic IT audits to catalog all attached storage devices as well as computers.

Use technology that monitors ports for unauthorized attached devices and turn off those that
are not approved for business use.

Train employees to troubleshoot problems in advance, rather than just react to them.

Hold frequent staff-training sessions to teach correct security procedures, such as logging out
of networks when they go to lunch and changing passwords often.

Make sure employees choose sensible passwords, at least six and ideally eight characters
long, containing numbers, letters, and punctuation marks. Avoid dictionary words and
personal information.

Establish a database of useful information and FAQ (frequently asked questions) for
employees so they can solve problems themselves.

Develop a healthy communications atmosphere.
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